3GPP TSG SA WG3 Meeting #99e                            
S3-201184
e-meeting, 11-15 May 2020
                         revision S3-20abcd
Source:
Huawei, Hisilicon
Title:
Secondary Authentication
Document for:
Approval


Agenda Item:
5.14
1 Decision/action requested 
This contribution proposes content for the TR33.845 to describe the secondary authentication
2 References
[1] TR 33.845, Storage of Secure Parameters in a 5G system.
[2] TS 33.501, "Security Architecture and Procedures for 5G System".
3 Rational
In TR 33.845, the content about the Secondary authentication is empty.
4 Detailed proposal
*************** Start of 1st Change ****************
4.4
Secondary Authentication


3GPP TS 33.501 [2] defines secondary authentication for a DN to authenticate and/or authorize a UE to access the DN. The EAP framework based authentication is introduced for secondary authentication between the UE and the DN-AAA server in the DN.
During the PDU session establishment procedure, the SMF (in non-roaming and Home Routed roaming cases, the H-SMF; in LBO case, the V-SMF) determines whether the secondary authentication is required via exchanging with UDM. If secondary authentication is required, the SMF shall trigger EAP authentication procedure. The UE and the DN AAA server exchange EAP message for secondary authentication. On the network side, the credential of the UE for secondary authentication is stored in DN-AAA.
In the secondary authentication procedure, the ARPF is not involved.
*************** End of 1st Change ****************
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